The CRRES satellite has been extensively surveyed for the occurrence of onboard anomalies. CRRES system and instrument responses which were not programmed or commanded are classified as anomalies. The history of anomalies is correlated with the history of plasmas, high energy particles, and electromagnetic fields as measured on CRRES. The anomalies for each instrument on CRRES are compared with those from other instruments. The 674 anomalies, as a group, correlate well with high levels of high energy electron flux and poorly with every other environmental parameter.
INTRODUCTION
The purpose of this paper is to briefly describe the CRRES anomalies, correlate them with the environmental data, and discuss possible mechanisms for their occurrences. During its 14 month lifetime CRRES experienced 674 anomalies.
Most environment-induced spacecraft anomalies are related to single event upsets, differential surface charging and discharging, and internal discharges [ 13. Single event upsets occur when a proton or heavy ion generates enough free carriers in a sensitive volume of a microelectronic device so that the added transient conductivity causes the circuit to change state [I-71. Single event upsets generally cause "soft" anomalies meaning that the circuit can be reset to its original state. Differential surface charging is a voltage difference which builds up between surface mounted parts. This voltage difference can cause large rapid pulsed discharges. The rapid discharges can burn out components or couple signals into sensitive components or power lines. Differential surface charging in space environments has been reported to correlate best with the intensity of electrons with energies _1. 50 keV [1, . Electrons with energies greater than 50 keV may penetrate beyond the spacecraft surface metallization to produce intemal discharges [ 1, 12, 13] . These penetrating electrons can become embedded inside insulating materials such as thermal control blankets, power cables or circuit boards. This charge can build up until the local electric field exceeds the breakdown threshold of the dielectric and a discharge occurs. The discharges can cause transients in cabling, couple directly into electronics, and range in severity from noisy data to hardware damage.
Many studies have attempted to lind the mechanisms involved with specific satellite anomalies [3, . Most of these studies have suffered from a lack of in situ environmental data and from poor statistics. h u n g et al correlated 42 power-on resets @OR) experienced by Voyager I with the E > 10 MeV electron fluence, concluding that the POR were most likely caused by internal electrostatic discharges induced by charge deposition in dielectrics [14] . hung's study had the benefit that Voyager I was a scientific satellite which carried instruments to measure the radiation environment, but with onIy 42 events the statistics were weak. Most satellites do not carry onboard environmental instruments and, thus, determination of the causes of anomalies is made difficult. Anomaly studies from such satellites must resort to environmental indices, data from nearby satellites, and radiation belt modeling.
The Combined Release and Radiation Effects Satellite (CRRES) does not suffer from these shortcomings. CRRES is instrumented [21] [27] , and an internal discharge monitor to measure discharges in insulating dielectric materials [28, 29] .
CRRES was launched on July 25, 1990 into a geosynchronous transfer orbit with an inclination of 18 degrees. The CRRES orbit was designed to measure the equatorial space radiation environment from below the Van Allen radiation belts out to geosynchronous altitudes. Apogee (geosynchronous altitude) was in the dawn sector early in its flight. Over the length of the mission, apogee precessed through the midnight sector, and ended near noon when the satellite ceased transmitting in October 1991. During this 14 month period CRRES experienced a wide range of dynamic conditions from very quiet periods to extremely active periods.
CRRES ANOMALIES
CRRES experienced 8 different types of anomalies throughout its 14 month lifetime. Instrument data have been carefully analyzed to narrow down the exact time that each anomaly occurred and to verify each occurrence of each anomaly. Each anomaly was carefully examined to rule out U.S. Government work not protected by U.S. copyright non-environmental causes such as inter-instrument interference and single bit-flips in a command string which could cause a phantom command. The following text provides a brief description of each type of anomaly which occurred on the CRRES spacecraft. The anomaly histories were reviewed with the principal investigator of each instrument.
A. Langmuir Probe Mode Anomaly (LPMA)
The Electric Field1Langmuir Probe Instrument consists of a main electronics package and two pairs of orthogonal wire boom sensors with tip-to-tip separations of 100 m (dipole antenna) and 94 m (double probe electric field detector) in the spacecraft's spin plane [25] . The instrument has a default mode, resident in Read Only Memory, which is implemented whenever the instrument is reset. The instrument was designed to output an aliveness watchdog every second. If the instrument does not continue to shift this aliveness output to a particular register in memory, the microprocessor will reset the instrument into its default mode [30] . There were 100 cases during the CRRES mission when the Electric Field instrument was reset into its default mode in the absence of telemetry commands. The designer has stated that the default mode resets might be caused by a power glitch which prevents the aliveness watchdog from being updated [31] .
B. SEP Loss of Synch Anomaly (SEPA)
The Spectrometer for Electrons and Protons (SEP), which consists of 3 solid-state particle spectrometers oriented 40, 60, and 80" from the spacecraft spin axis, measures the energy and pitch angle distributions of energetic electrons and protons throughout the CRRES orbit [32] . Temporary data loss occurs whenever the SEP instrument loses synchronization, which can be caused by several contiguous pulse dropouts in the high-frequency vehicle clock (16 kHz clock, 62 p d p u l s e ) . The instrument automatically recovers into its backup mode (one of four modes through which the instrument is normally cycling), in which it only measures high-energy electron fluxes. A command must be sent to the experiment to return to its normal operating cycle. There were 122 times when SEP recovered into its backup mode.
C. VTCW Jumps
The Vehicle Time Code Word (VTCW) is the output from a 29 bit clock which acts as the spacecraft's calendar throughout the mission. In its normal operating mode, the VTCW clock (7.8125 Hz) should increment by one count every minor frame (128 ms) [33] . There were 200 cases during the CRRES mission when the VTCW either incremented by more than one count or decremented during a single 128 ms period. Following each jump, the VTCW resumed normal operation from the new clock value. The size of the VTCW jumps ranged from -2 to +20 counts. Every 262 seconds the spacecraft sends out a signal which synchronizes the 5 least significant bits of the VTCW with the minor frame counter. Following a VTCW jump, it takes up to 262 seconds for the VTCW to resynch with the minor frame counter. Analysis of the ground station tapes has shown that during this non-synched period the recorded data looks somewhat scrambled. It was discovered early in the mission that the non-synched period following a VTCW jump could cause two of the other anomaly types experienced by CRRES (LPMA and SEPA) . This is a good example of the complexity involved in determining the root cause of a particular anomaly. It was determined that 48% (48/100) of the LPMA and 43 % (531122) of the SEPA anomalies O C C U K~~ during a non-synched period. However, 76 95 (1521200) of the VTCWjumps failed to cause a corresponding LPMA anomaly, and 75% (1491200) of the VTCW jumps failed to cause a SEPA anomaly. While it is possible that VTCW jumps may account for some of the LPMA and SEPA anomalies, it clearly does not account for them all.
D. IDM 16 Sample Pulses (IDMX)
The Internal Discharge Monitor (IDM) observes electrical pulses from common electrical insulators used in space. The instrument consists of 16 samples with different materials and sample geometries [28, 29] . The samples are expected to experience discharges with differing frequency depending upon the sample type. There were 203 cases (out of 4144 total events) when the instrument recorded simultaneous pulses in all sixteen samples. However, prelaunch tests have shown that a large spark in air applied to the outside of the instrument, or to its power/instrumentation cable shield, produced simultaneous counts in all 16 channels. Since simultaneous pulsing by all sixteen samples is a virtual impossibility, this feature of the instrument was felt to be a monitor of certain types of spacecraft arcing.
E. Dosimeter Mode Change Anomaly (DOSA)
The Space Radiation Dosimeter measures the radiation dose collected from both electrons and protons behind four different thicknesses of aluminum shielding. The instrument was designed to operate continuously in order to measure the total accumulated dose. There are three available commands to operate the instrument, RESET, ON1OFF and DATAKALIBRATE [34] . There were 27 cases during the CRRES mission when one of these commands appeared to be received by the instrument in the absence of any actual ground commands.
The spacecraft provides the dosimeter with two level line inputs which control the ON1OFF and DATAEALIBRATE inputs. When the ON/OFF level line is high, the instrument is powered on and when the line is low, the instrument is powered off [34] . There were 5 cases when the instrument was powered off and 14 cases when the instrument switched into CALIBRATE mode in the absence of telemetry commands. As these two modes are determined by a level line input, the actual pulse must have entered the instrument through the spacecraft circuitry.
When a pulse is received on the RESET line, the Dosimeter clears the total dose counters for each of the four domes [34] . There were 8 cases during the mission when the Dosimeter cleared these counters in the absence of ground commands.
F. P R O E L Mode Anomaly (PROA)
The Proton Telescope (PROTEL) instrument measures the differential energy spectrum of protons from 1 to 100 MeV in 24 channels. The instrument consists of a data processing unit, a low energy sensor measuring from 1 to 9 MeV in 8 channels, and a high energy sensor measuring from 6 to 100 MeV in 16 channels [35]. PROTEL can be operated in a variety of modes which can be altered by telemetry commands from the ground. PROTEL's operating mode is defined by 32 latch settings which are stored in 4 CMOS4508 dual 4-bit latches. The state of these latches is changed by commands sent from the ground or from the programs on the satellite [36]. There were 9 cases during the CRRES mission when one or more of the PROTEL latches changed state in the absence of commands. Five of these anomalous changes involved a single latch, while the other 4 involved the simultaneous change of two or more latches.
G. Plasma Wave Mode Anomaly (PLWA)
The CRRES Plasma Wave Experiment consists of three sensors: a 100 meter extendable wire dipole antenna, a search coil magnetometer mounted at the end of a 6 m boom, and a 94 m sphere-to-sphere double probe electric field detector. The experiment also consists of two receivers: a multichannel spectrum analyzer, and a swept frequency receiver. The experiment has one commanded activity which "determines which sensor is connected to which receiver and whether or not the receivers are locked onto a single sensor or cycle through all the sensors. The swept frequency receiver and the multichannel spectrum analyzer can be commanded to either have their inputs locked to a single sensor or to cycle through all three sensors" [26]. The Plasma Wave Experiment experienced 12 anomalies when the receiver and/or its spectrum analyzer changed modes in the absence of commands from the ground or the CRRES satellite command unit.
H. IMS-LO High Voltage Supply Anomaly (IMSA)
The Low Energy Ion Mass Spectrometer (IMS-LO) consists of two identical instruments mounted 45" and 75" to the spacecraft spin axis. Both instruments consist of three parallel analyzer units which are driven by a common high voltage power supply and voltage divider network that provides the different voltage ranges required by the instrument [37]. IMS-LO experienced one anomaly during the CRRES mission at 15:07 UT during orbit 865 (18 July 1991), when the high voltage generator was disabled in the absence of commands to do so.
All of these anomalies are of the type where the instrument fails to perform its function, sometimes being turned off for extended periods until the operators can restart it. There are other times when minor noise can be seen in the data which have not been counted and are probably more numerous.
These are short term "glitches" in data or in telemetry bits. There are far more small "glitches" in the CRRES data stream than there are what we call anomalies. If time and money permitted, the glitches could be tabulated, studied and correlated with the environment. At this time, no such effort is envisioned.
ANALYSIS OF ANOMALIES
Most analysis of anomalies has consisted of recording abnormal spacecraft operations, verifying true anomalies, recording the times of occurrence, and determining the environmental and spacecraft-specific conditions during and prior to the time of occurrence. This study continues in that tradition. The CRRES satellite was tested prior to launch to search for operational situations where each instrument could cause another instrument to produce anomalous results. The principal investigator in charge of each instrument was responsible for determining if the instrument responds abnormally to normal operations on CRRES. A history of abnormal instrument behavior observed on-orbit was presented to each investigator to determine if the recorded events were true anomalies or not. All of the events described here are true anomalies according to the appropriate instrument investigator. The spacecraft and environmental conditions were obtained from the CRRES data tapes provided by the Phillips Laboratory at Hanscom AFB (M. S . Gussenhoven) [2 11 or by personally questioning specific experimenters. Additionally, much of the environment and instrument design data has been published [23] if the reader is interested in pursuing the matter of causes of anomalies beyond that which we report here.
In almost all cases we are able to determine the time of occurrence of each anomaly to within 32 seconds. Data from each instrument was fully reported every 32 seconds. Anomalies occumng in two instruments during this 32 second time interval will be called simultaneous anomalies implying that they may have had a common cause. The one exception to the 32 second criteria was the Langmuir Probe, which did not update the information defining its anomaly every 32 seconds. It sometimes reported the anomaly as much as 3 minutes later. Figure 1 displays the history of all CRRES anomalies of the types mentioned above. The x-axis for each of the panels is sequential orbit number from 1 to 1067 (25 Jul90 -12 Oct 9 1). The y-axis gives the number of anomalies experienced in each ten hour duration orbit.
A. Full Time History

Statistics of Each Instrument
The pattern of anomalies is fairly consistent amongst all the instruments. The most probable times for occurrence are between orbits 750 and 900 and between orbits 575 and 630. To the degree that there is a common causative mechanism for all instrument anomalies and there is a statistically significant correlation, we may sum the anomalies from all instruments together and treat them as a group. This is shown in the top panel of Fig. 1 and also the third panel of Fig. 2 for the purpose of comparison. 
Figure2
Environment. Figure 2 compares the anomalies to several environmental factors that have been identified at one time or another with causes of anomalies, as well as single event upsets (SEUs), spacecraft charging potential, and IDM insulator pulses. First note that the y-axis scales are different for each of the panels, with the units identified in the panel header. The x-axis is the same as Fig. 1 .
Sum of all CRRES Anomalies Compared with the
Comoarison to Environment
SEU Events. The Microelectronics Package (MEP) measured SEUs produced in many different integrated circuit memory types over the duration of the CRRES mission [22].
This measure indirectly gives the time history of very high linear energy transfer (VHLET) track generation in any material including insulators, metal electrodes or gas cavities. Since the correlation of both the CRRES anomalies and the IDM insulator pulses with MEP SEUs is poor, we presume that the VHLET events are not responsible for the majority of anomalies, or for insulator pulsing, on CRRES.
Spacecraft Charging Potential. Spacecraft potential as measured by the Langmuir probe [25] was recorded approximately 80% of the time over the CRRES mission duration. Periods when the spacecraft potential exceeded 30 V negative were tabulated and converted to hourslorbit of charging. The CRRES Langmuir Probe saturated at 100 V.
No anomalies were recorded during Deriods when the macecraft wtential was measured to exceed 30 volts.
The Low Energy Plasma Analyzer (LEPA) instrument may be used to measure charging potentials above 100 volts [27]. We searched the entire LEPA data file for high level charging events. There were only perhaps 50 hours when the potential went above 90 volts, of these, during about 5 hours the potential exceeded 1 kV.
anomalies were seen during any of these times. Differential surface charging is possible, but unlikely to occur in the absence of total surface charging. Thus, it is also unlikely that CRRES anomalies are related to differential surface charging.
The Langmuir Probe did not accurately measure spacecraft potentials during eclipse. In addition, there were times when the LEPA experiment was tumed off during eclipse to conserve battery power. Eclipse charging levels for the same charging conditions are higher due to the lack of electron photoemmission. The CRRES spacecraft spent 7 % of the time in eclipse. The percentage of anomalies which O C C U K~ in eclipse varied from 3 % to 11 % for the different experiments. The one IMSA anomaly occurred during eclipse. The lack of good eclipse period data prevents us from discounting surface charging altogether as a cause of the CRRES anomalies, however, no measured anomalies occurred when the vehicle was known to be charged > 30 V. Insulator Pulsing. The statistics of pulsing by lightly-shielded insulating materials in the IDM experiment [29] appear to be very much like the spacecraft anomalies. These pulses are not simultaneous with the anomalies, but they seem to have the same cause (high energy electrons). It is as if the CRRES anomalies are caused by insulators bombarded by penetrating high energy electrons. The normalized (per high energy electron flux) pulsing rate during the first 300 orbits is weaker than that in later orbits. This effect has been attributed [29] to the aging of insulating material whereby it slowly improves its insulating ability, probably due to outgassing of mobile charge carriers. Presumably, after orbit 500 the material is more highly insulating, achieves greater internal electric fields, and pulses more frequently. Temperature The plot of temperature history in CRRES compartment 8 shows no correlation with anomalies. The temperature of compartment 8 varied only two degrees from the average during each orbit, so temperature variations also appear to be unrelated to anomalies. Four of the instruments which recorded anomalies (LPMA, IDMA, DOSA, PLWA) were in compartment 8 [32]. A search of temperature data in other compartments in the satellite has not been performed.
IO-10a keV
CRRES was not equipped to provide the temperature of every component on the spacecraft, so it is impossible to rule out temperature as a cause of some CRRES anomalies. Based on an informal survey of some of the over 100 thermistors on CRRES, temperature appears to be unrelated to nearly all anomalies. One anomaly which is not presented was found to be related to temperature variations. Whenever one of PROTEL's thermistors rose above around 30 "C, eight of its proton channels ceased recording. Subsequently, cycling of the heaters in the compartment kept the instrument's temperature below that threshold and the anomaly did not recur. Figure 3 displays the anomaly rate, in anomalies per day, as a function of position in the orbit (The x-axis goes from apogee to perigee back to apogee). This helps to see how the event rates peak and wane as the satellite passes into and out of the radiation belts. The choice of independent variable (in this case magnetic L shell) is critical to being able to find meaningful correlations. At low latitudes the radiation belts are organized by magnetic L-shell with L= 1 being the surface of the Earth, L=6 varying around geosynchronous altitudes (we continue the lines through L=l.). The radiation belts changed significantly during the history of CRRES [39] and an average radiation belt model is a poor substitute for detailed information. In order to get sufficient statistics, the total mission database was used. Figures 3 and 4 show the anomaly rate versus L bin, Each L bin is 1/5 L-shell wide and is separated into ingoing and outgoing segments. All anomalies in each bin are normalized by the total time spent in that bin to determine the average rate of anomalies per day. The same procedure is followed for the > 300 keV electron flux, shown in the top panel as a thick solid line. relative behavior of the anomaly data can be checked by inspecting the light line in each panel. The light line in each panel signifies a reference baseline of one anomaly per L-bin for the entire CRRES mission. These graphing procedures remove the effect of the different total times spent at each L-position. rate more than the IDM pulse rate would argue for the concept that the "anomaly insulators" are thinner than the IDM insulators. It is interesting that many of the power and telemetry cables on CRRES fit the description of the "anomaly insulators" (ie thinner than IDM samples, and more conductive than IDM samples).
B. Average Orbit History
Statistics of Each Instrument
It is appealing to carry the arguments beyond that warranted by the data. However, one must avoid aliasing effects. For example, the average electron flux shown in Fig.  4 is for all orbits. But the anomalies occurred in a subset of the orbits. The correlation between electron flux and IDM insulator pulsing rate improves substantially when one compares the IDM insulator pulsing to the electron belt structure for only the orbits with substantial IDM pulsing [29] . Having done this for IDM it becomes uncertain whether the protons depress the IDM pulsing at all [29] . The CRRES anomaly rate, however, still appears depressed in the proton belt but the data sample is too small to be statistically significant. It is also of interest that the rates of both IDM insulator pulsing and CRRES anomalies are depressed during the first months in space. 
ComDarison to Environment
Figure 4 provides a comparison with the environment.
The average > 300 keV electron flux (averaged over all orbits) is overlaid in the top panel of Figs. 3 and 4 . The highest anomaly rates appear in the outer electron belt between L=3.5 and L=5. A similar effect can be seen in IDM insulating sample results in Fig. 4 . Single event upsets correlate well with the region of high energy proton flux which lies earthward of the peak of the inner electron belt. As in Fig. 2 , there appears to be little correlation of anomalies with SEUs. Smaller anomaly rates occur in the inner electron belt (L=2) where the average electron flux peaks. It would be helpful to know why the rate does not track the electron flux in the inner belt region. Perhaps the proton flux mitigates the electron charging and reduces the anomaly rate in the inner belt region. Both the IDM insulators and the CRRES anomalies show this behavior, whatever it may be.
Also interesting is the comparison between ingoing and outgoing segments of the orbit in Fig. 4 . For the IDM insulators the pulse rate is maximum in the outgoing segment of the orbit. This is believed to be due to the slight conductivity in the insulators which relaxes electric fields during the long times spent at apogee [29] . The CRRES anomalies, however, are evenly distributed between ingoing and outgoing segments. If the anomalies are produced by pulsing insulators, then these "anomaly insulators" had more leakage than the IDM insulators by a factor of 2 or more. This is certainly possible as insulators are not well characterized in terms of conductivity. It may also mean that the "anomaly insulators" are thinner than the IDM insulators. The fact that protons appear to depress the CRRES anomaly Figure 5 shows the times when specific instruments were not able to record anomalies. Detailed explanations are not needed here but much time and effort were expended to be sure that the reported anomaly rate was not affected by an instrument being off or being temporarily insensitive to anomalies. The VTCW was operating throughout the mission. The interested reader can compare Fig. 5 to Figs. 1 and 2 to see that the few times when instruments were not able to record anomalies did not significantly alter the overall anomaly statistics.
C. Multiple Simultaneous Anomalies
If several instruments recorded anomalies at the same time, for this study we assume that there was a single causative source. Either the event originated in one of the instruments and propagated to the others, or the event originated somewhere else in the spacecraft and affected the instruments via the spacecraft bus. Every instrument had EM1 and EMC noise filters, so how the pulses which created the anomalies passed from one instrument to another is not known. The electronics associated with the instruments which experienced anomalies were located in the spacecraft as follows: Approximately 3346 of the anomaly events were experienced simultaneously in two or more instruments. It is interesting to search the patterns of multiple anomalies as well as the single anomalies. The IDM instrument was determined in ground tests to produce its anomaly when a spark is created from external high voltage to its chassis or its cable bundle shield. Presumably IDMA anomalies are simply large shortduration discharge pulses occurring outside IDM. It is believed that IDM will not produce such signals internal to itself because, except for its insulator samples, it is heavily shielded from the space environment. Ground tests indicated that IDM sample insulators would not produce pulses large enough to propagate outside of the IDM at or above the 1 volt level. Therefore, the IDM was ruled out as a source for multiple anomalies. Table 1 gives the types of multiple anomalies and the number of occurrences of each. The various instrument pairings are listed with the number of times they occurred (See CRRES ANOMALIES subsection for the definition of each anomaly acronym). For example, from the TWOIEVENT line, there were 46 times when only the LPMA and SEPA anomalies occurred together, and 15 times when only the VTCW and IDMA anomalies occurred simultaneously.
The Table of Anomaly Counts indicates the following: a) Certain instruments are more sensitive or experienced larger upset pulses. b) The IDMA experienced many anomalies indicating that many anomalies are probably of the electromagnetic pulse nature. c) The large number of multiple hits indicates that interconnecting wiring could be a major source, or may be highly coupled to the sources of the anomalies.
IDMA, DOSA, LPMA, PLWA Table I Table of The similarity between the CRRES anomalies and the IDM insulator pulsing [29] implies that deep dielectric discharging may be the major cause of CRRES anomalies. 2. The common belief that anomalies are caused by some kind of rapid pulsed electromagnetic discharge is consistent with the CRRES anomaly data. 3. CRRES was charged between 90 and 2000 volts for at least 50 hours. No CRRES anomalies occurred when the satellite potential was more than 30 volts negative relative to space plasma "ground. " Surface charging played little to no role in CRRES anomalies.
4.
The high correlation of high energy electrons > 100 keV with the CRRES anomalies signifies that these electrons were the cause of manylmost of the anomalies. 5. High energy protons in the proton belts may have reduced the anomaly rate in the inner belt region. 6. The anomaly rate was higher after the samples aged for a few months in space. This effect was also observed in the IDM insulators [29].
7.
If most of the anomalies are produced by discharging insulators then these insulators are relaxing intemal high fields with a time constant of less than a half hour. 8. The lack of correlation with 30 keV electron fluxes and surface charging hints that surface insulators were not causing the anomalies. 9. CRRES contained perhaps several hundred feet of multiple wire cables, each overwrapped with metalized polymer foil. However, some cable insulation was extensively exposed near the surface of CRRES with little radiation shielding. Based on IDM results the cables are a likely candidate for causing anomalies on CRRES.
